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Intended Audience

This assessment is intended for AWS 
administrators and related technical 
leaders.

Outcomes

This assessment lets teams focus on 
foundational security issues and provides 
the following benefits:

	ຶ Confidence in the status of your 
security controls

	ຶ Clear roadmap of improvements for 
your environment

	ຶ Opportunity to discover new security 
services for your organization 

	ຶ Learn to use AWS Security Services as a 
force multiplier for your security team

	ຶ Provide your team with an opportunity 
to work with experienced cloud 
security architects to address your risks

AWS Security Assessment

Comprehensive Cloud Security Analysis

Over the course of the engagement, ScaleSec 
will lead a series of tasks including:

	ϭ Discovery sessions

	ϭ Data collection and analysis

	ϭ Report generation & analysis

	ϭ Report delivery & outbrief

Pragmatic, Actionable Intelligence

This engagement includes a written report 
which includes a prioritized list of findings with 
recommended remediation steps for improving 
security such as:

	ຉ Limit Internet exposure

	ຉ Find over-provisioned permissions

	ຉ Identify gaps in controls and policies

	ຉ Implement secrets management

Domains for the assessment include:

	∙ Organization policies

	∙ Resource Management

	∙ IAM

	∙ Network security

	∙ VM security

	∙ Data security

	∙ Security operations

	∙ Container security

	∙ Kubernetes security (EKS)

	∙ Data governance

	∙ Serverless security

THOROUGHLY ASSESS YOUR CLOUD SECURITY POSTURE. In just three weeks, ScaleSec will assess 
your cloud environment and deliver prioritized recommendations for security settings specific to 
AWS.


