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Install and maintain network security controls

Apply secure configurations to all system 
components

Protect stored account data

Protect cardholder data with strong 
cryptography during transmission over open, 
public networks

Protect all systems and networks from 
malicious software

Develop and maintain secure systems and 
software

Restrict access to system components and 
cardholder data

Identify users and authenticate access to 
system components

Restrict physical access to cardholder data

Log and monitor all access to system 
components and cardholder data

Test security of systems and networks regularly

Support information security with 
organizational policies and programs

2. Assess
Examine all in-scope system components for compliance with the 12 PCI-DSS requirements:

1. Scope
Determine which level of compliance your company must achieve. Think about your cardholder data 
environment and any components, people, or software that could impact its security. By understanding the 
scope of your compliance needs, you’ll ensure completion of the correct documents and involvement of 
proper auditing processes and authorities.

The Payment Card Industry Data Security Standard (PCI-DSS) is an actionable 
framework created to ensure a minimum level of technical and operational security for 
organizations that process, store, or transmit card payments. The goal is to prevent theft 
and fraud when using credit, debit, and cash cards.

By reducing the potential for data breaches, PCI compliance can also add to the 
credibility of your business. For organizations that process a certain number of card payments, all 
major credit card companies require it. If you don’t comply, you can be fined, held liable for fraudulent 
charges, or have your credit card processing privileges revoked.  
Want to avoid those sticky situations? Follow the 6-step checklist below.

*SPECIAL TIP: Monitor third-party service provider’s annual compliance status as it affects your own 
compliance if they have access to your cardholder data.

6-Step PCI Assessment Checklist

Note these requirements also include 300+ sub-requirements for security best practices. The number of 
sub-requirements you are responsible for will vary depending on which Self Assessment Questionnaire 
(SAQ) you qualify for. Check PCI’s website, or seek a compliance consultant to guide you.

http://
https://listings.pcisecuritystandards.org/documents/Guidance-PCI-DSS-Scoping-and-Segmentation_v1.pdf
https://www.pcisecuritystandards.org


3. Report
Complete the appropriate Self-Assessment Questionnaire (SAQ). The required controls will vary depending on 
the SAQ version.

4. Remediate
If there are any unmet requirements, craft a remediation plan and update your environment accordingly. This 
includes addressing any gaps in security controls, fixing vulnerabilities, removing any unnecessary data, and 
improving the security of business processes.

You must be in compliance with all controls prior to submitting your SAQ in order to pass an audit. 
(Compensating controls or a customized approach can be used in place of the documented controls.)

5. Submit
Submit the SAQ and any other supporting documentation reports to the requestor.

6. Monitor & Maintain
PCI is an ongoing process and aims to create a culture of security to keep best-practice security controls 
in place and up to date. Although the certification only happens once a year, PCI requires you to maintain 
compliance continually. 

Minimizing risk and earning customer 
trust is easier when security is built 
into your processes. ScaleSec can 
help get you there. Our consultants 
have helped many companies 
navigate compliance frameworks, 
and we’re ready to help you as well.

Need Help Achieving & 
Maintaining PCI Compliance? 
Choose ScaleSec

Get in Touch

Get in touch at 619-SCALE15 or info@scalesec.com 

CLOUD. SECURITY. COMPLIANCE. AUTOMATION.

https://scalesec.com/schedule/
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